
ta
h - Simpli�ed RPM pa
kage managementGregory J. Ku
hyt - <ku
hyt25�potsdam.edu>May 20, 2006



Abstra
tThe RPM pa
kage management system greatly simpli�es the 
omplexities in-herent with managing program installations in the Unix world. RPM allowsadministrators to depart from the traditional sequen
e of '
onfigure, make,make install' that is required with most sour
e based installations of a pro-gram. It is, however, the 
ommon user who sees the greatest bene�t from apa
kage management system like RPM. RPM attempts to level the playing �eldwith other more popular operating systems by providing a higher level methodof installing and uninstalling programs. RPM provides the notion of dependen-
ies, the idea that a pa
kage provides and requires resour
es. In order for apa
kage to be installed its required resour
es must be satisi�ed, likewise for apa
kage to be uninstalled there 
annot be a pa
kage that requires its provisions.The failing of RPM is that it will only report on the resour
e that prevents agiven a
tion, and not suggest what pa
kage is able to provide, or still requiresa given resour
e. I propose to write an appli
ation that utilizes the RPM APIand provides higher level fun
tionality su
h as autuomati
 resolution and in-stallation of dependen
ies and �one 
ommand� updating of all system pa
kages.I plan to build this appli
ation to utilize the same servi
e and 
hannel modelthat the now defun
t Red-Carpet pa
kage manager utilized.
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0.1 Introdu
tion0.1.1 RPM - RPM pa
kage managerRPM is a pa
kage management system written for *NIX based operating sys-tems, with a predominant hold in GNU/Linux distributions (e.g. Fedora Core,SuSE). RPM �les, referred to as pa
kages, 
ontain pre-
ompiled binaries andother �les a program needs to fun
tion. This avoids the tedious 
onfigure;make; make install pro
ess asso
iated with sour
e distributions of programs.In addition to the pa
kage's �les and binaries, pa
kages are bundled with ad-ditional meta-information about the program, su
h as des
riptions and versioninformation. This meta-information is stored in a data stru
ture referred toas the RPM header[1℄. One of the major portions of the header is dedi
atedto storing pa
kage dependen
y information. Dependen
y information is usedin transa
tions, removal or installation pro
esses, to verify that all the require-ments of a pa
kage are installed in the 
ase of installation, or that no installedpa
kages will be a�e
ted by the removal of a pa
kage in the 
ase of uninstalla-tion. When a pa
kage is installed, the 
ontents of its RPM header are parsed andentered into a database referred to as the RPM database. The RPM database
ontains indexed lists of 
ommonly desired information for all installed RPMssu
h as �les installed, dependen
y information, and pa
kage names. RPM haslibrary bindings in C, Perl, and Python.0.1.1.1 Dependen
y and Versioning resolutionRPM has a 
on
ept of pa
kage versions meaning it is able to dete
t whi
h of twopa
kages is newer based upon their version naming information. It is importantto note that versioning is inherently dependent upon the person responsible forpa
kaging the RPM. In this sense, RPM trusts that the pa
kager has 
orre
tlyadhered to the notion of versioning (i.e. updates in
rement versioning identi-�ers). For example, ta
h-beta1-2 is newer than ta
h-beta1-1when these twoversion strings are passed to the RPM version 
omparison libraries.On
e RPM has been instru
ted to install pa
kages, whether updates or not,it must resolve dependen
ies. RPM systemati
ally 
he
ks all the pa
kages' �re-quires� dependen
ies in the install transa
tion against the �provides� depen-den
ies in the RPM database. If all the dependen
ies are met, the pa
kagesare installed, if not, error information about the unresolved dependen
ies is re-turned and the pa
kages are not installed. The same pro
ess essentially o

ursupon pa
kage removal, ex
ept no pa
kage is removed if the removal will breakdependen
ies for other installed pa
kages.0.1.2 Red-CarpetXimian's Red-Carpet is arguably the hallmark for pa
kage managers. Red-Carpet was a software layer written on top of the RPM libraries that provideda simpli�ed interfa
e to the RPM sub-system. It provided both ease of use2



and enterprise level features su
h as the notion of 
hannels, federated pa
kagemanagement, and automated pa
kage installation and updating. While otherpa
kage managers for RPM su
h as Yum, Pup, and up2date exist, none broughtto the table the usability of Red-Carpet. Mainly this is be
ause the aforemen-tioned pa
kage managers try too mu
h to 
ater towards the typi
al user, andtherefore 
urtail their feature-sets in the name of usability. Red-Carpet was ableto maintain a simple level of usability and still provide a ri
h feature set unpar-alleled by any RPM pa
kage manager. Sadly, Novell's a
quisition of Ximian hasresulted in Red-Carpet being assimilated into Novell's Zenworks infrastru
ture.0.1.2.1 Red-Carpet infrastru
ture modelRed-Carpet used the traditional 
lient-server model, thus allowing for distributedpa
kage management 
apabilities. A Red-Carpet server running the Red-Carpetdaemon (r
d) a

epted 
onne
tions from a 
lient, and would download meta-information and pa
kages from a pa
kage repository, or servi
e provider. A ser-vi
e provider 
ontains XML meta-information that des
ribes itself, its 
hannelsand their target distributions and ar
hite
tures, and ea
h 
hannels pa
kages'.Communi
ation with a servi
e provider was done via HTTP, and 
lient server
ommuni
ation was done through XMLRPC.0.1.2.2 Red-Carpet features beyond RPM
• Channels with a knowledge of pa
kages outside of those 
urrently installed.
• The ability to sear
h 
hannels for pa
kages that mat
h a sear
h string i.e.sear
hing for any pa
kage that 
ontains 'mp3' in its name
• Querying pa
kages for des
riptions of what they do and what features theyprovide.
• Automati
 resolution of pa
kage dependen
ies during installation and re-moval.
• Automati
 installation of available updates
• Distributed pa
kage management0.1.2.3 torqueAs mentioned previously, Red-Carpet required XML meta-information in orderto fun
tion properly. This XML meta-information 
learly needs to be generatedfrom some sour
e that is able to read RPM �les and has a knowledge of 
hannelsand servi
e information. Ximian's Red-Carpet Enterprise was their produ
twhi
h did exa
tly all of this. Red-Carpet Enterprise 
arried a hefty pri
e-tag,for a produ
t that did nothing entirely all that spe
ial. Thus, in the summer of2003 I wrote an open-sour
e equivalent, torque, to Red-Carpet Enterprise thatused a MySQL ba
k-end to store 
hannel and pa
kage information used in XMLgeneration. 3



0.1.2.4 ta
hDue to the void left by Red-Carpet's disappearan
e from the pa
kage manager�eld, the purpose of this proje
t is to 
reate a Red-Carpet 
lone to build uponfor future development of an enterprise 
lass pa
kage manager. While Red-Carpet was written in both C and Python, I de
ided to write ta
h ex
lusivelyin Python for portability. Sin
e RPM 
an be 
ompiled on any *NIX, it wouldbe ni
e for ta
h to be easily installed alongside RPM. The growing popularityof Python has 
aused more and more distributions to at least in
lude Python,if not pre-install it from the base. Thus Python is a prime 
andidate languageto write a portable appli
ation in.0.2 Obje
tives0.2.1 Alpha release obje
tives
• Provide 
ommand fun
tionality 
omparable with Red-Carpet
• Provide elementary 
ommuni
ation between a 
lient appli
ation and aserver appli
ation
• Provide elementary error reporting and handling0.2.2 Beta release obje
tives
• Provide advan
ed error handling and feedba
k with extensive logging fa-
ilities, errors should not 
rash the daemon. Therefore extensive use ofex
eptions should be implemented.
• Detailed help information for supplied 
ommands
• Major bugs in sub-systems resolved
• Smallest possible footprint on system resour
es0.2.3 Produ
tion release obje
tives
• Bugs in major sub-systems (i.e. 
a
hing and dependen
y resolution) re-solved
• Full featured appli
ation proto
ol that provides real-time feedba
k 
apa-bilities
• Se
urity �aws in proto
ol and 
ode resolved to a reasonable degree ofappli
ation se
urity
• Interfa
e agnosti
 framework that will be equally easy to write a graphi
alappli
ation to use the same libraries as the 
ommand line 
lient4



0.2.4 Post-produ
tion obje
tives
• Gnome-applet, based on my previous r
d-applet[3℄, that allows users tomanage ta
h via an applet.
• Graphi
al interfa
e that allows pa
kage management through ta
h libraries0.3 Design0.3.1 Client-server network ar
hite
tureTa
h uses a traditional 
lient-server network ar
hite
ture. A daemon (ta
hd)listens on t
p port 8585 for in
oming 
onne
tions. Upon re
eiving a 
onne
tionand a message, whi
h is potentially a 
ommand, ta
hd pro
esses the messageand de
ides whether or not it is a valid 
ommand. If it is, it exe
utes the
ommand and returns status information, if the message is not a valid 
ommandan error message is returned. When ne
essary, either by user input or an internalde
ision, ta
hd will 
ommuni
ate with servi
e providers via HTTP to obtaindata.Currently, the 
lient-server ar
hite
ture is very primitive. It is essentiallytext-based, as 
ommands are sent verbatim from the 
lient input. On
e re-
eived, the 
ommand is pro
essed to see whether it is valid, if not an error isreturned. The reason for the proto
ol's la
k of fun
tionality is that it is stillin development, as this is 
urrently a beta release. An obje
tive in future betareleases is a full featured appli
ation proto
ol for ta
h that will allow for fea-tures su
h as bi-dire
tional real-time 
ommuni
ation. Currently, a 
ommand isissued and re
eived by ta
hd. The 
ommand is exe
uted and status informa-tion is returned to the 
lient only after the 
ommand has 
ompleted (whethersu

essfully or not). Real time 
ommuni
ation will be useful to the end-userso they are informed of what is happening, and so they 
an send informationba
k to the daemon to allow for real-time de
ision making. This is useful, forexample, when a user wishes to remove a pa
kage and that pa
kage requiresthe removal of other pa
kages. The user 
an be noti�ed of this requirementand send ba
k a de
ision of whether or not to remove them. In addition, theappli
ation proto
ol should provide the ability to authenti
ate users, allowingdistributed management.0.3.2 Modular infrastru
tureIn order for a pa
kage management system to be feasible in an enterprise set-ting, it must be s
alable. Thus a modular design is ne
essary to fa
ilitate ease ofexpansion and expansion in unforeseen dire
tions. The 
urrent model is a mod-ular design where 
ommands and sub-systems are essentially pluggable modules.These modules 
an be swapped in and out in real-time, however that fun
tion-ality is not yet provided in ta
h. The biggest bene�t of this design stru
tureis the s
alability a�orded. Features 
an be added and removed at will without5



re
ompiling anything. As well, ta
h 
ould easily be re-tooled to work with otherpa
kage management systems by simply repla
ing the 
ommand modules withnew ones. This greatly in
reases the s
alability of ta
h.In addition, a modular infrastru
ture allows 
omponents of sub-systems tobe rewritten without 
ausing a rewrite of the entire programming. Sin
e allfun
tionality, su
h as logging, 
a
hing, and 
ommands, is pushed out to modules,it is easy to rewrite a sub-system without 
hanging the API 
alls for that module.For example, it would be trivial for ta
h to use a logging module that 
onne
tedto a database as long as the 
urrent API was adhered to. This is a powerfulability that allows ta
h to be tailored to meet a variety of needs.0.3.3 Meta-info 
a
hingOn
e XML meta-information is obtained from a servi
e provider it is 
a
hedlo
ally to enable qui
k look-ups of information. If 
a
hing was not implementedinformation would have to be found by re-parsing the XML meta-�les. Withsome of these �les having hundreds of thousands of lines, this pro
esses takes a
onsiderable amount of time (about 45 se
onds). Thus it only makes sense toparse these �les on
e and 
a
he the information while parsing. Ca
hing is donelo
ally using a SQLite database. SQLite implements SQL in a �at �le database.The advantage of SQLite over other SQL databases is that no network daemonis required, thus lowering the 
ollateral requirements to run ta
h. All pa
kageinformation is 
a
hed along with dependen
y information for ea
h pa
kage.0.3.4 Dependen
y resolutionOne of the most important features of ta
h is the automati
 resolution of depen-den
ies when adding and removing pa
kages. For example, if a user wants toinstall the rhn-applet pa
kage, whi
h requires the up2date-gnome and up2datepa
kages, ta
h will automati
ally install all three pa
kages. Initially, the depen-den
y resolution system was built from s
rat
h, using the 
a
he information toresolve all dependen
ies before 
onsulting the rpm transa
tion. This approa
hproved to be problemati
 sin
e every dependen
y was identi�ed and linked toits providing pa
kage, then this list of pa
kages was 
he
ked to see whi
h wereinstalled. This pro
ess was time 
onsuming and prone to errors. Instead, thissystem was repla
ed with a system that pushes most of the dependen
y res-olution o� to the RPM libraries. When unresolved dependen
ies exist, thelo
al 
a
he is 
onsulted for the pa
kages that provide those dependen
ies. Thismethod is qui
ker and simpler, thus less prone to errors.The basi
 theory taken with dependen
y resolution is the notion of a depen-den
y graph. When a pa
kage is requested to be installed or deleted it is addedto a transa
tion and the transa
tion is 
he
ked for its dependen
y resolutionstatus. The return from this 
he
k is a list of all unresolved dependen
ies. Thislist is then iterated over and for ea
h dependen
y the 
a
he is queried for thename of the pa
kage that provides the unresolved dependen
y. That pa
kageis added to the transa
tion and on
e all the dependen
ies have been iterated6



through, the transa
tion is asked to 
he
k dependen
ies again to a

ount fornew dependen
ies from the added pa
kages. We 
an assert that ea
h pa
kageadded to a transa
tion should 
ause a 
hange in the dependen
y graph. If a
hange does not o

ur after an iterative 
he
k, we 
an 
on
lude that the depen-den
ies are unresolvable and an ex
eption is thrown. Otherwise, we know thateventually the graph will be redu
ed 
ompletely and all dependen
ies are met.

0.3.5 Error handlingError handling is implemented using Python's ex
eption 
apabilities. This al-lows ta
h to handle errors without 
rashing the daemon, a feature essential toany real world use. Currently there are two 
lasses of ex
eptions that ta
h uses;ta
hRuntimeError and ta
hRuntimeArgError. The former being an ex
eptionfor any unexpe
ted event during network 
ommuni
ation or 
ommand exe
u-tion. The latter being an ex
eption thrown when a 
ommand re
eives in
orre
targuments.0.4 AnalysisTa
h is 
urrently in beta stage, with only a partial set of the beta release obje
-tives 
omplete. The two largest issues with the 
urrent version of ta
h are thela
k of a full featured appli
ation proto
ol and a problem with the way depen-den
ies are 
a
hed. Currently, multiple pa
kages may require a dependen
y, butthe logi
 of the 
a
hing system does not allow for multiple pa
kages to providethe same dependen
y. This is in part due to the inability of the 
urrent ap-pli
ation proto
ol to provide this fun
tionality. The problem with the multipledependen
y providers o

asionally 
reates issues where a pa
kage is not able to7




orre
tly ful�ll its dependen
ies as a result of this limitation. The inter-relatednature of these two issues means that their resolution will 
ome at the sametime.0.5 Closing 
ommentsWhile Linux and, in general, the *NIXes provide advan
ed features and usability,the general usability 
an leave something to be desired. Pa
kage managementin parti
ular is an area where ease of use is needed in order to bridge theusability gap. Ta
h provides a simple high level interfa
e to the RPM pa
kagemanagement system allowing users to take advantage of its bene�ts withouthaving to learn the overhead. The end result is a pa
kage management systemthat an end-user 
an use without having very mu
h experien
e with Linux orRPM. Combined with an eventual graphi
al interfa
e, ta
h 
ould be
ome astrong pa
kage manager for both enterprise and novi
e users.
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0.6 Glossary
• dependen
y - A dependen
y is a resour
e (i.e. �le, shared obje
t library,pa
kage name) that a pa
kage requires or provides. Dependen
ies must befully resolved, meaning no dependen
ies are unmet, in order for a pa
kageto be installed by a transa
tion.
• header - A data stru
ture that is part of an RPM �le that 
ontains meta-information in
luding a listing of all �les 
ontained and the dependen
yinformation for the RPM �le.
• manifest - A manifest is synonymous with pa
kageinfo
• pa
kageinfo - A pa
kage info �le is a gzipped XML �le that 
ontainsXML representation of ea
h pa
kage header in a given 
hannel.
• transa
tion - The temporal pro
ess responsible for the installation orremoval of pa
kages.
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