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Hospitals are convenient settings for deploying pervasive computing technology,

but they also raise important privacy concerns. Hospital work imposes significant

demands on staff, including high availability, careful attention to patients, confidential-

ity, rapid response to emergencies, and constant coordination with colleagues. These

demands shape the way hospital workers experience
and understand privacy. In addition, healthcare pro-
fessionals experience a high level of mobility be-
cause they must collaborate with colleagues and
access information and artifacts distributed through-
out the premises. Hospital workers, therefore, require
ubiquitous access to real-time patient data to make
critical-care decisions. Some researchers envision a
hospital as a pervasive computing environment that
integrates hospital information systems into a site in
which embedded processors, computers, sensors,
and digital communications are inexpensive, ubiq-
uitous commodities.1

Through context awareness, such an environment
can tailor itself to user preferences and perform tasks
according to the physical space’s nature. Moreover,
the more knowledge an application has of each user
and his or her context, the better it can adapt itself to
assist that user. Paradoxically, the more an applica-
tion knows the user, the greater the threat to that
user’s privacy.2 Nevertheless, the design of perva-
sive applications for hospitals has generally over-
looked privacy issues. The problem is that develop-
ers have little support for designing software and
creating interactions that can truly help users manage
their privacy.

The privacy a user demands and expects is con-
text dependent,3 based on the environment’s re-
quirements, persisting as a fundamental feature of
the substrate into which pervasive computing is
threaded. By using the capabilities of autonomous
agents, designers can create privacy-aware appli-
cations in a scalable, context-reactive, and flexible
manner. Scalability here means supporting the in-
corporation of new agents with their own privacy
policies into the system. Context reactivity means
allowing the adaptation of a pervasive application
on the basis of dynamic context changes. Flexibil-
ity means allowing the specification and manage-
ment of different types of contextual information
depending on the environment’s requirements.

Autonomous agents’ capabilities can thus pro-
vide healthcare environments with the means to
adapt pervasive applications’ behavior to the user’s
particular privacy conditions and demands, result-
ing in an agent-based privacy-aware system. To
exemplify how autonomous agents can support the
development of such a system, we extended the
Simple Agent Library for Smart Ambients (SALSA)
agent framework.4 We incorporated customizable
privacy-aware mechanisms into SALSA that adapt
the application according to the users’ context to
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satisfy their privacy needs. We illustrate
the privacy-aware facilities incorporated
into SALSA by describing the implementa-
tion of an agent-based pervasive hospital
application. This application provides rel-
evant information to hospital workers on
the basis of contextual information such as
their locations and roles, and it lets them

communicate through contextual mes-
sages. This application raised privacy con-
cerns among potential users, which we
addressed using privacy-aware agents.
(The “Related Work in Privacy-Aware Sys-
tems” sidebar discusses other attempts at
managing privacy in pervasive computing
environments.)

Using autonomous agents 
for privacy management

For three months, we conducted a work-
place study in a public hospital. The study
included systematic observation, long inter-
views, and a scenario-driven evaluation. We
conducted this study to assess the privacy
issues hospital workers face in their everyday
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The pervasive computing literature addresses privacy issues—
as does, to a lesser degree, agent-based systems design. How-
ever, despite the topic’s obvious importance, relatively little
systems-oriented research addresses privacy protection in mul-
tiagent architectures.

Marc Langheinrich’s privacy awareness system (pawS) lets
data collectors announce and implement data use policies. It
also lets data users control how much of their personal infor-
mation is stored, used, and removed from the system.1 Unfor-
tunately, although privacy mechanisms triggered upon infor-
mation capture have been useful in client-server applications,
they aren’t suitable for agent-based systems. In the latter, the
agent representing the user is the first to detect that user’s
captured information. Therefore, the threat of an invasion of
privacy doesn’t depend on the capture of such information but
rather on the communication of this information to the envi-
ronment’s other agents. Hence, agent-based pervasive applica-
tions require triggering the privacy-aware mechanisms during
communication of the information.

On the other hand, Ginger Myles, Adrian Friday, and Nigel
Davies developed a system that gives users fine-grained control
over the release of their location information.2 This system pro-
tects the information shared once an application has requested
it. The problem is that, unlike pawS, this system stores and man-
ages information that the user hasn’t agreed to share. The pri-
vacy-aware mechanisms we incorporated into SALSA filter the
user’s personal information before sharing it with the broker
and enforce privacy conditions when some entity requests such
information. Although enforcing privacy for information re-
quests and communication lets data owners control their infor-
mation, this approach creates an imbalance between the infor-
mation that data owners are willing to share and the data
collectors’ requirements for service delivery. Researchers call
this imbalance the principle of minimum asymmetry.3 Privacy-
aware mechanisms could handle this problem by increasing
the information the data collectors share with the data owners
to provide feedback and symmetry.

PRICONIA,4 an agent-based framework based on a consumer-
centered access control mechanism, allows negotiation of
membership on the basis of consumer demands and user pri-
vacy conditions. By following a priority delivery mechanism,
PRICONIA uses a portal agent to inform users of the information
an application is handling. Although PRICONIA provides user
feedback and reasonable control over the information flow,
both the priority delivery and the consumer-centered access
control mechanisms are isolated from the context in which the
system captures, accesses, and shares the user’s personal infor-
mation. The privacy-aware agents we propose deal with the

principle of minimum asymmetry by letting agents negotiate
their quality of privacy (QoP) level, considering the user’s con-
text in enforcing privacy.

The Confab toolkit uses an entity’s contextual information
such as location, activity, or name, along with privacy tags to
create a context tuple that an infospace represents.5 The user
stores these infospaces, and infoservers manage them. Thus,
applications can retrieve and manipulate such infospaces. Using
an access control mechanism to access the context tuple stored
in the retrieved infospace, infoservers enforce privacy condi-
tions. However, in this approach, users can’t control their con-
text tuple. Therefore, if a user’s context tuple doesn’t meet a
service’s demands, the infoserver denies the user access, with
no way to change his or her context tuple to meet the require-
ments the service demands or to somehow negotiate access.
Because privacy management is a dynamic response to a circum-
stance rather than a static enforcement of rules,6 flexibility is
required. Our approach lets agents change their QoP level as
necessary, establish contracts with other agents, and make spe-
cial exceptions if required.
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work, how they deal with them, and how these
issues influence their decision making. We
also wanted to understand how hospital work-
ers’perception of privacy changes when they
envision their hospital using pervasive tech-
nologies. Our results indicate that hospital
workers relax or enforce their privacy de-
mands depending on the situation and on the
value of the application’s services. From a sys-
tems design perspective, pervasive applica-
tions must meet different users’ privacy per-
spectives and be able to enforce or relax users’
privacy demands depending on the situation.

Similar to the way a person manages pri-
vacy, autonomous agents make decisions, per-
ceive different types of contextual information,
and react accordingly while acting autono-
mously and proactively. These capabilities let
autonomous agents adapt pervasive applica-
tions’behavior on the basis of each user’s par-
ticular privacy conditions and demands.

The results of this study helped us identify
privacy requirements based on user privacy
needs. To complement these requirements, we
analyzed several design guidelines and design
implications reported in the literature to gain
an understanding of developer needs.3,5–7 We
identified the following requirements.

A common language for users
and agents

Users and systems perceive privacy differ-
ently. Users need an upfront qualitative clari-
fication of what the technology offers and what
information is necessary to access such bene-
fits. On the other hand, the technology enforces
privacy by using a set of policies that define
how the pervasive application must adapt its
behavior to respect the user’s privacy demands.
So, privacy exists at two levels: the user’s qual-
itative perception and the technology-managed
quantitative parameters. Addressing both
views is challenging because they’re ex-
pressed differently, depending on the appli-
cation logic. Thus, a flexible common lan-
guage is necessary to define and manage, at
both the user and system levels, the privacy
that the user demands.

We introduced the term of quality of pri-
vacy, by analogy from the concept of quality of
service. QoS is the probability that a computer
network meets a given traffic contract. QoP is
the probability that a pervasive environment
meets a given privacy contract. Thus, a user
can demand a certain QoP level from the per-
vasive environment using a qualitative mea-
sure—for example, logging into the system as
an anonymous user. On the other hand, the sys-

tem can map the perception of anonymity in
the form of policies representing the privacy
contract. In this case, the pervasive application
adapts its behavior to the user’s context, satis-
fying the QoP level agreed to by the applica-
tion and the user.

A way to communicate
privacy events

Agents might need to communicate privacy
events to users and other agents. In contrast to
a static enforcement of rules, these events let
agents dynamically respond to a change in
context.7 For example, whenever an agent
changes its QoP, a notification goes to all
agents connected in the environment. When a
particular agent’s context changes, the perva-
sive environment must adapt its behavior.
Thus, a privacy-aware protocol is necessary.

Awareness and control of the
information flow context

An agent-based pervasive system must
enforce privacy when an agent communicates
or requests information,6,8 providing feedback
and reasonable control for sharing, accessing,
and communicating the users’personal infor-
mation.3 Agents must be able to enforce pri-
vacy before the system communicates their
information to the environment and before it
grants access. However, an inflexible approach
under this scheme could lead to an informa-
tion flow asymmetry, which would prevent
agents from accessing essential information
needed for their correct execution.5 Thus,
agents must follow a negotiation-based access
control so that they’re aware of the informa-
tion that services in the environment request.

Negotiation of privacy enforcement 
under special circumstances

Agents might need to make special excep-
tions, depending on the situation. For exam-
ple, although removing medical records from
the hospital isn’t permissible, sometimes
physicians let interns remove specific docu-
ments for didactic practices. Hence, privacy
violations might be permissible if both par-
ties agree. Agents must be flexible to allow
these negotiations. Similar to the way persons
establish contracts in real life, agents must
have a way to negotiate a contract through a
set of clauses.

Privacy-aware 
autonomous agents

Considering the advantages that auto-
nomous agents offer, we created a software

infrastructure for privacy-aware autonomous
agents to develop pervasive applications. Sev-
eral agent-based middleware platforms, such
as JADE (Java Agent Development Frame-
work), SALSA, and the GAIA operating sys-
tem (a middleware infrastructure to enable
active spaces), enable the creation and imple-
mentation of multiagent pervasive systems.
These frameworks have at least partially
addressed security issues, but not privacy. We
decided to design and implement privacy-
aware autonomous agents by incorporating
mechanisms into SALSA middleware that adapt
the contextual information satisfying a desired
QoP level.4 We selected SALSA because its
communication language is flexible enough
to let programmers represent and manage dif-
ferent types of contextual information. How-
ever, other agent platforms could incorporate
such capabilities into their designs for privacy-
aware pervasive applications.

The SALSA agent framework contains a
library of abstract classes that enable devel-
opers to implement the agent’s components
for perceiving, reasoning, and acting and to
control the agent’s life cycle (which imple-
ments the agent’s behavior).4 When a devel-
oper creates an agent, SALSA’S registering
component registers it in an agent directory.
Later, SALSA’s acting component activates the
agent so that it starts perceiving information
from its environment in different ways. Dur-
ing the reasoning state, the agent evaluates
the perceived information, which could
require applying a simple or complex rea-
soning algorithm to interpret or transform
this information into derived contextual
information. Depending on the reasoning
component’s results, the agent executes an
action. This action might involve communi-
cating with other agents, moving its own
code to another platform, continuing to per-
ceive information, or terminating its execu-
tion (being deactivated and killed). An agent
in the suspended state is alive but not per-
forming any activity. For example, if an agent
is waiting for information it requested from
another agent, it changes from the commu-
nicating state to the suspended state. Then,
when the other agent contacts this agent, its
state returns to communicating.

SALSA also provides a communication plat-
form so that users can detect the presence of
other users and agents that offer services rel-
evant to their activities. SALSA lets agents con-
vey information and negotiate services with
other agents or request that they execute an
action. A communication channel, or agent



broker, handles communication among ubiq-
uitous devices, services, and users (all of
which are represented by agents). A protocol
provides an expressive language for exchang-
ing different types of objects between agents
(such as perceived context information), be-
tween agents and users (such as events gener-
ated by user actions); and between agents and
services (such as a service’s state). When an
agent perceives information, a SALSA event
occurs, letting the agent activate the reason-
ing component. The SALSA communication
language is flexible enough so that program-
mers can specify each message’s content or
extend the type of messages.

We extended the SALSA agent’s life cycle,
architecture, and communication platform
to incorporate privacy mechanisms into the
agents.

Life cycle of privacy-aware 
SALSA agents

Figure 1 shows a SALSA agent’s life cycle,
which includes three new states. These states
help privacy-aware autonomous agents en-
force user privacy.

The announcing state is a substate of the ini-
tialized state that communicates the user-
demanded QoP level to the agent broker. This
QoP level is in the form of policies mapped
into a level of the IPA (information provided by
an agent) and the IRS (information requested
by a service). The IPA represents the privacy
conditions that a user demands from the per-
vasive environment specifying the information
a user is willing to share. For example, if a user
wants to join the system anonymously with-
out sharing his location, his IPA indicates that

his identity must be shared as anonymous and
his location must be shared as unknown. On
the other hand, the IRS represents the privacy
conditions that the agent demands from other
agents that want to use its services. These con-
ditions are access requirements for each of the
agent’s services. For example, an agent repre-
senting a printer must know a user’s identity
to let that user print a document. The IRS for
the printing service indicates that the other
agents must share their identity with the printer
agent—that is, the service allows no printing
by an anonymous agent. The agent broker
enforces this policy mechanism.

Activation of the negotiating state could
occur when the broker rejects an agent
request for accessing an agent’s service or
information. In this case, the broker informs
the agent that the IPA level doesn’t match the
minimum IRS level required to access the
service the agent provides. Hence, the agent
could decide to negotiate a contract, stipu-
lating clauses (such as expiration time) that,
if accepted by both parties, would permit the
delivery of the service. For example, a hos-
pital might restrict access to a medical record
to be compliant with HIPAA (the US Health
Insurance Portability and Accountability
Act). But under special circumstances,
accessing a medical record from outside the
hospital premises might be permissible.
Hence, an agent representing a physician
could negotiate a contract with the agent that
provides access to the medical record so that
the physician could temporarily access that
record from outside the hospital premises.
This negotiation would be agent to agent,
depending on the application logic and the

agents’ nature to select an adequate negotia-
tion protocol and clauses. Thus, this compo-
nent is an interface that the programmer
should overwrite.

Finally, the filtering state accesses an agent’s
policies to control and adapt the contextual
information that the agent communicates. In
this state, the agent filters the information it
perceives, as well as the information an-
nounced to the broker. For example, if a user
decides to join the pervasive environment with
a certain QoP level, indicating he’s joining the
system anonymously, this state filters the user’s
identity, which the agent representing the user
knows, treating the user as anonymous.

The three states just discussed trigger these
mechanisms in privacy-aware agents before
and while communicating information. How-
ever, we want to enforce privacy for infor-
mation requests as well. So, we extended the
agent broker with an enforcing mechanism.

Handling privacy through the
agent broker

An agent interacts with other agents and
users through its proxy to SALSA’s agent bro-
ker, which handles XML messages. The bro-
ker stores the status of users and agents, and
notifies other agents subscribed to them of
changes. Developers can define new states
according to the device or service the agent
represents.

The developer then defines an IPA and
an IRS for each service provided by each
agent in the environment, which the broker
stores. When a request message arrives, the
broker evaluates the information encoded
in that message, and triggers and executes
an enforcing mechanism. This mechanism
is responsible for matching the IPA an-
nounced by the service-requesting agent
with the IRS demanded by the service-pro-
viding agent. For example, if an agent rep-
resenting an anonymous user tries to access
a medical record, the service-providing
agent’s IRS doesn’t match the IPA an-
nounced by the anonymous user. So, the bro-
ker’s enforcing mechanism rejects the re-
quest. The broker then sends the result to the
service-requesting agent which could de-
cide to negotiate a contract.

The privacy-aware communication
protocol

We extended SALSA’s communication pro-
tocol with methods and events to negotiate pri-
vacy contracts between agents, to enforce pri-
vacy requests, and to specify different levels
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Figure 1. Life cycle of a privacy-aware SALSA agent.
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of QoP as policies. We implemented seven
methods so that agents could

• announce a QoP level,
• send and enforce notification when a

request is rejected,
• send a contract negotiation request,
• notify other agents of a contract’s clauses,
• send the status of a contract agreed to by

agents,
• send an agent policy, and
• convey to other agents the context of infor-

mation handled.

For example, an agent uses the sendPolicy(xml-
Content, agentID) method to inform another agent
of its IPA or IRS policies. When invoked, the
instance of the method shown in figure 2
forms an XML message by adding the tags
specifying to whom the message is addressed
(agentB@aBroker), the type of service requested
(policy), and the parameters needed to per-
form the action (location and identity).

The programmer handles the code for each
communication’s agent policy because this
communication depends on the application
logic and the details of the pervasive environ-
ment’s agent system. This flexibility also sup-
ports customizable privacy policies, such as
those for organizational requirements, as well
as the privacy requirements of a user, service,
or device. For example, a hospital might de-
fine certain rules to be HIPAA compliant—for
instance, that the medical record can’t be
removed from the hospital. We illustrate the
privacy-aware facilities incorporated into
SALSA through our redesign of a context-aware
mobile communication system aimed at ad-
dressing the privacy concerns raised by poten-
tial users.

Design of a privacy-aware
application

The Context-aware Hospital Information
System (CHIS) lets users send messages spec-
ifying a set of conditions that must be satis-
fied before the system delivers such messages.
These conditions, such as the recipients’loca-
tion and role or the status of an artifact, then
become the message’s delivery context.1 For
example, a physician can send a message to
the doctor responsible for a patient in the next
shift when the laboratory results become avail-
able. In addition, CHIS provides access to
information and services according to user
context. CHIS considers contextual informa-
tion, such as the user’s identity, role, and loca-
tion; device used; time; and status of an infor-

mation artifact (for example, the availability
of lab results). So, when a physician carrying
a PDA is near one of his patients, the system
might display that patient’s clinical record.
CHIS integrates a location estimation mech-
anism through which the system provides
awareness and determines which information
to send and present to the users. CHIS dis-
plays, as a list of users or in a floor map, the hos-
pital worker’s and resources’ location. Hence,
using a handheld computer, medical staff can
locate patients, other staff members, and
resources.

We presented CHIS in a scenario-driven
session to 28 hospital staff members—13
physicians, eight nurses, and seven support
staff—to evaluate the system’s core charac-
teristics and the staff members’ intentions to
use the system. Although the results showed
that the system would be useful in their daily
work, potential users expressed several pri-
vacy concerns that could become obstacles to
the system’s adoption. For this reason, we con-
ducted an additional study to specifically eval-
uate the potential privacy risks of using CHIS.

Privacy risks of the CHIS system
We presented two scenarios to hospital

workers to measure their privacy concerns
about the system. The workers identified
both scenarios as useful, but they also
expressed privacy concerns. The first sce-
nario illustrates how an intern can use a hand-
held device to request laboratory tests,
receive context-aware notifications of the re-
sults’ availability, and visualize the location
and name of all hospital workers in the vicin-
ity. The second scenario shows how a super-
visor can learn whether an employee has per-
formed a given procedure by looking at
where the intern was throughout the day and
looking at pictures of him taken at different
times during his shift. This scenario has seri-
ous privacy implications because the nurse
(and potentially other supervisors) can track
the intern’s location throughout his work
shift. Nevertheless, we included such a sce-
nario because the interns’ supervisors found
it useful.

We organized a scenario-driven evaluation
to show both scenarios to 27 medical interns.
We asked the participants to situate themselves
in a specific role within each scenario. We then
asked them to complete a survey with seven
Likert-scale assertions to evaluate the privacy
threats they perceived from this technology.
Finally, we applied these findings to identify
the contextual information used to regulate and

manage privacy, as well as the potential risks
of using CHIS. We grouped the main privacy
risks the interns identified into three categories.

Sensing. This risk relates to CHIS’ ability to
invisibly track hospital workers’ locations.
Privacy concerns centered on where, when,
and how CHIS collects this information. Hos-
pital workers considered some areas (such as
a bathroom) to be personal spaces—areas
where they didn’t want to be monitored and
therefore wouldn’t use the system. Thus, the
risk of an invasion of privacy surpassed the
benefits the system provided. Similarly, the
time of day played a role. For example, dur-
ing night shifts, the medical interns sleep for
a few hours, at which time they don’t use the
system. In addition, interns were concerned
about the device’s capability to collect their
location information. Although the method
CHIS uses to monitor their location doesn’t
represent a threat, not knowing how and when
CHIS collects the data does.

Sharing. CHIS independently shares iden-
tity and location information with all hospi-
tal workers in the user’s vicinity. This raised
several privacy concerns about when, where,
and with whom CHIS was sharing informa-
tion. For example, while a medical intern is
in the dining room, he’d like to protect his
privacy by regulating the precision with
which CHIS shares his location or identity.
Thus, the need for privacy when using CHIS
tends to be location and time sensitive, mean-
ing the information a user is willing to share
could change after a certain period of time
or depending on the user’s location or the
time of day. In addition, CHIS doesn’t let
hospital workers specify availability levels,
nor select with whom they’d like to share
their location or identity. CHIS emphasizes
hospital workers’availability without giving
them control over this information. But if a
medical intern is in the surgical room, he
doesn’t want a nurse to interrupt him to sign

Figure 2. XML message announcing the
agentB@aBroker policy to the printer@aBroker.

<message to=‘printer@aBroker’
from=‘agentB@aBroker’ >

<x xmlns=‘x:command’>
<params><type>policy</type>

<location>room</location>
<identity>role</identity>

</params>
</x>
</message>



a medical note, and he doesn’t want context-
aware notifications to inform him of the
availability of laboratory results.

Storing. Related to the management of the
information CHIS stores, privacy concerns
emerged regarding the content and persistence
of information capture. For example, hospital
workers didn’t realize that their location infor-
mation might be stored for long periods of
time and could be used to derive secondary
contextual information, such as the places they
visit frequently or with whom they normally
interact. Although CHIS doesn’t store loca-
tion information for long periods of time, it
does store contextual messages until they’re
delivered.

Integrating privacy-aware SALSA

agents in CHIS
Because the privacy risks raised by CHIS

depend on contextual circumstances such as
the user’s location, identity, and activity, as well
as the persistence of the information captured,
we decided to modify CHIS accordingly. We
extended CHIS to harness the capabilities pro-
vided by privacy-aware SALSA agents. Our so-
lution involved redesigning CHIS to show how
considering contextual information to incor-
porate different QoP levels lets designers ade-
quately and easily manage users’privacy. For
instance, suppose Dr. Diaz, a medical intern,
joins the hospital information system, demand-
ing a QoP level to communicate his location

and identity information by sharing only the
room he’s in and his role. On the other hand, on
the basis of Dr. Diaz’ QoP level, CHIS will
adapt the information it shows him according
to the other agents’ QoP levels. As figure 3
shows, a nurse allows only sharing her infor-
mation by symmetry (meaning both persons
see the same thing); hence, Dr. Diaz will know
only the floor she’s on and her role. In addi-
tion, as the privacy-aware bar in figure 3a
shows, Dr. Diaz is aware that CHIS is moni-
toring his information of location and identity;
he is also aware of his QoP level and his status
(level of availability). By selecting from this
privacy-aware bar the icon that represents his
QoP level, Dr. Diaz could change this level
whenever he wants. For example, if he’s in the
dining room, he doesn’t want to be monitored
or have other people infer how long he was
there. So, he decides to share his identity as
anonymous without presenting his location or
activity information by changing his QoP level.
Therefore, by allowing different QoP levels,
the autonomous agents in CHIS provide a clear
value proposition (identifying the amount of
information a user needs to share with the
application to obtain the benefits that the appli-
cation’s services provide), awareness, and ne-
gotiation access control.

To provide such functionality, we redesigned
CHIS using privacy-aware SALSA agents. Be-
cause we incorporated privacy mechanisms
into SALSA’s action, perception, and reasoning
components, we didn’t accomplish this re-

design at the architectural level. Rather, we cre-
ated the QoP levels for users, devices, and ser-
vices to rule the privacy enforcement in CHIS,
and we implemented the actions executed by
each agent to enforce privacy.

A CHIS privacy-aware SALSA agent
The privacy that a CHIS user demands and

expects concerns location, identity, and activ-
ity. Thus, we propose different QoP levels
aimed at protecting this contextual informa-
tion. By extending the context-aware client’s
interface, a user can specify his or her loca-
tion, identity, and activity according to three
different QoP levels. For example, a user could
set the location QoP level to include the room
he’s in (low level), the floor he’s on (interme-
diate level), or no location information at all
(high level). Thus, if a physician doesn’t want
to be monitored while he’s in the dining room,
he sets his QoP to high, controlling the loca-
tion information shared with CHIS. Similarly,
we established three different QoP levels for
the user’s identity and activity, and for the
agents who can access this user’s information.
The system maps these different QoP levels
to an IPA policy, as figure 4a indicates.

Figure 4b illustrates the structure of a pri-
vacy-aware SALSA agent representing a user
in CHIS. The agent inherits the SALSA com-
ponents for reasoning, action, and perception,
along with the privacy-aware mechanisms
incorporated into SALSA. We extended the rea-
soning component so that an agent can trig-
ger privacy events and react to such events
generated by SALSA’s communication proto-
col. Extending the reasoning component
involved adding rules that allow the execution
of privacy actions. For example, if a user
changes his QoP, the announcing mechanism
triggers an ArrivePresenceEvent. The reasoning
component maps the requested QoP level to
the corresponding IPA and IRS privacy poli-
cies. Using SALSA’s filtering privacy mecha-
nism, it then executes the correct action to
update the information that SALSA’s commu-
nicating mechanism communicates to the bro-
ker. Similarly, we established different rules
in the reasoning component to allow negotia-
tions between agents, such that on the basis of
these results CHIS can execute the negotiate
action. The negotiate action determines the
amount of information required for the deliv-
ery of a service by informing the agent’s IRS
policy.

As figure 4 shows, the following mecha-
nisms, which we incorporated in SALSA, sim-
plify privacy management, letting program-
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mers focus on the privacy logic and the QoP
levels that users desire:

• the notification of the QoP level,
• the notification of a denied request, and
• the context assigned to a particular privacy

event.

Sample application
Figure 5 shows how the CHIS components

interact with the privacy-aware mechanisms
we incorporated in SALSA by considering the
user’s context and adapting the application’s
behavior to the QoP level agreed to by a user
agent and a service agent.

When a user joins the system demanding a
certain QoP level, the agent representing him
maps this QoP level to the corresponding IPA
and IRS privacy policies. The user agent’s
registering mechanism then stores and regis-
ters these policies in the agent directory. Con-
sequently, the user agent’s filtering mecha-
nism filters the user’s information (location,
identity, and so on) to respect the user’s
required QoP level. The user agent’s execut-
ing component then communicates this infor-
mation, along with the user agent’s presence
and IPA and IRS policies, to the broker. Next,
the broker broadcasts this information to the
agents subscribed in the agent directory. The
context-aware privacy client updates the user
information displayed by CHIS. When the
user agent requests a service, the broker’s
enforcing mechanism compares the user
agent’s IPA with the service agent’s required
IRS. Because the user agent IPA doesn’t
match the service agent’s required IRS, the
broker’s enforcing mechanism rejects the
request. The broker informs the user agent of
this result. The user needs this service, so the
user agent shares this user’s personal infor-
mation with the service agent to negotiate a
contract. The service agent then tells the user
agent the conditions of the contract in a set of
clauses. If the user agent accepts these con-
ditions, the service can be delivered. The user
agent receives these clauses and signs a con-
tract with the service agent, accepting the lat-
ter’s conditions. Finally, the user agent
updates its policies to specify the clauses of
the new contract just acquired.

We are developing mechanisms to
automatically base the QoP level

on the user’s context. These mechanisms take
into account contextual information such as

the user’s location and identity, the time of
day, the artifacts used, and the presence of
colleagues to infer hospital workers’ avail-
ability and privacy demands. Once a perva-
sive application has strong evidence of the
users’ privacy needs, it can adapt itself by
selecting the adequate QoP level to proac-
tively enforce hospital workers’ privacy. We
will integrate these mechanisms into the pri-
vacy-aware SALSA agents.
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